Windows NT Registry Values

Each Registry key can contain one or more values. Each value has a name and a type, similar to the variable names and types used in programming. Sometimes NT isn't very sensitive about the type of Registry value, because it simply looks to see whether a particular name is there or not. Usually, however, you must get the type right, or strange (sometimes bad) things can happen. The three most important key types are string, binary and dword. 

Most of the values you'll want to add or change have a string type. If you use RegEdit for your editing, you'll see string values surrounded by quotation marks; REGEDT32 will put the name REG_SZ in front of a string value instead of quotation marks. In either editor, you double-click the value name to change it and enter the value without quotes. 

Binary values consist of one or more 8-bit bytes of data. The editors show the data in hexadecimal form; what the data represents depends on the specific Registry key. A dword value is a special case of binary value that is 4 bytes long. Often, these values will be used as counters of some kind, since integers are 4 bytes long on most 32-bit computers. As a courtesy to human beings, both Registry editors display dword values in hexadecimal and decimal form. 

To create a new value in a key using RegEdit, first click on the key where you want to add a value. Then right-click the right- hand pane and select New and the type of value you want to create. With REGEDT32, you click on the key and then select Edit/Add Key from the menu. You'll get a dialog where you enter the value and select the type. After you've created the value, you can double-click to edit it. 

Changes made with a Registry editor take place immediately. You can't exit the Registry editor without saving. Sometimes, you won't see the effects of a change until you log out or reboot. That's because some software only reads the Registry when a new user logs on or at boot-up. It's a good idea to reboot after making Registry changes to check for any ill effects. 


Explorer Shell Games 
Now that you know how to change the Registry, here are some cool things you can do. These tips were tested using NT 4.0 Workstation with Service Pack 3 and the NT Option Pack installed. If you have an older version of NT, some tips may not apply. 

Cover your tracks. 

Explorer remembers your most recent entries in many dialog boxes. These lists are called MRUs, for Most Recently Used. For security reasons, it's not always a great idea to have your previous entries hanging around. All of the MRUs for Explorer can be found in keys under HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer: 
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RunMRU 
Start/Run dialog 



RecentDocs 
Start/Documents menu 



OtherFolder 
OtherFolder PowerToys dialog 



FindComputerMRU 
Find Computer dialog 



PrnPortsMRU 
Recently used printers 

You can selectively clear the MRU lists. Inside an MRU key, you'll find a value named MRUList that consists of a set of letters. Each letter corresponds to a value in that key, so if you find the letter "a," you'll also find a value named "a." To remove an entry from the list, remove its letter from MRUList and delete the corresponding value with that letter. To clear the MRU completely, delete all the values except the one named "(Default)." 

Many applications use a similar trick to keep their own lists of recently used files. For example, in the HKCU\Software\Microsoft\Windows\CurrentVersion\Applets\WordPad key, there's a Recent File List subkey where WordPad stores recently used files. You can also delete these keys to clear the Recent File List. 

Remove order to restore order. 

A new shell feature of Internet Explorer 4.0 lets you drag and drop items on the Start or Favorites menu to rearrange them into any order you like. But Microsoft forgot to provide a way to get back to the default alphabetically ordered state. This is no problem. Just point your Registry editor to the HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\MenuOrder key. You'll find keys for each folder on your Start and Favorites menus. To restore the default for a particular folder, look for its name under the MenuOrder key. Below that, you should see a key named Menu. Inside that key, you'll find a value named Order; delete it, and you're back to alphabetical order. 

Flush favorites, dispatch documents. 

IE 4.0 adds the browser's Favorites menu to the Start menu. It can be really annoying when that large menu attempts to pop out each time you run the mouse up the Start menu items. If you'd prefer to see your Favorites menu only inside the browser, here's the trick: Go to the HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer key and create a dword value named "NoFavoritesMenu." Set the value to 1. 

To get the Favorites menu back, set the value to 0 or just delete the value entirely. You can get rid of the Documents menu as well. Just create a dword value named "NoRecentDocsMenu" in the same key and set it to 1. 

Hide drives. 

Your system may have a disk drive available that's used for temporary, swap and cache files. Since the drive probably never gets backed up, you don't want anyone to store data files there. To keep users from browsing to the drive with Explorer, you can tell Explorer not to display the drive in the My Computer display. This is more of a n accident-prevention technique than a security feature. If someone knows the drive is there, they can get to it from the Start/Run menu or from a command prompt. Or, they can save a file directly to the drive from within an application. 

To hide drives, just add a dword value named NoDrives to the HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer key. To calculate the value of NoDrives, add together the numbers for the drives you want to hide, using this formula: A=1, B=2, C=4, D=8, E=16, F=32, G=64 and so on. So, if you wanted to hide the D and E drives, the value would be 8+16=24. 

Share shell folders across users. 

IE 4.0 has more than a dozen special folders it uses for Internet cache, URL history lists, cookies, fonts and other features. In Windows NT, IE 4.0 sets up a new group of folders for each user on the system so that each user's settings are private. (The Fonts folder is an exception; it's shared by all users.) Sometimes, you want users to share folders-but carefully consider the implications: There are both security and convenience issues involved. If users share a cache folder, they can see the pages other users have browsed. You'll also need to be sure that users sharing the folders have appropriate security access to the shared directories. The names of the folders for the current user (the person currently logged in) can be found in the Registry key 

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders. 

When does sharing make sense? Say you use an NT system as a public Internet station. You've given log-on accounts to 20 people. By default, IE 4.0 will set up a separate Internet cache for each user-wasting a lot of disk space. To change that, create a new Internet cache directory that will be used by all users, and set the security permissions so all users can create, delete, read and write files in that directory. Then modify each user's Registry key under HKU\(user ID)\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Fol ders. Change the Cache value to the directory you created. Because IE 4.0 keeps the Favorites, URL history list and cookies in folders separate from the cache files, users still have privacy without wasting 20 redundant caches. 


Cosmetic Improvements 
Change the logged-out Desktop. 

When nobody is logged into Windows NT, the system uses the settings stored in the Default key under the HKEY_USERS key to determine how it should display the screen. If you want to change these settings, edit the HKU\Default\Control Panel\Desktop key and set the values there. Two values you might want to modify are those for Wallpaper and SCRNSAVE.EXE (screen saver). One easy way to set the correct values is to log in, set the values you want thr ough Control Panel's user interface, then copy these new settings from the HKCU\Control Panel\Desktop key to the Default key. 

Turn off window animation. Even with a fast system, the animation that shows windows popping to and from the taskbar may just waste time. You can turn off animation by adding a string value named MinAnimate to the HKCU\Control Panel\Desktop\WindowMetrics key. Set a value of "0" to the string to turn off animations. 

Rename the Recycle Bin. 

You can't right-click on the Recycle Bin and rename it Bit Bucket or Trash Heap. But there is a way to rename it. Run RegEdit and use the Edit/Find function to search for the "Recycle Bin" string. The first or second occurrence you find should be in HKEY_CLASSES_ROOT; you should see an entry that shows a default value of "Recycle Bin." If you click the plus sign next to the key, you'll see a subkey named ShellFolder. Click it, and you'll see a binary value named Attributes. Change the first byte of Attributes from 40 to 50. Now you can right-click on Recyle Bin and rename it. 

Change the owner name.

During installation, NT asks for the user and organization name. It uses that information at various times, including during new software installation. You may need to change this data if the user or organization names change. You can change this information in string values named RegisteredOwner and RegisteredOrganization located in the HKLM\Software\ Microsoft\Windows NT\CurrentVersion key. 

Lock NumLock in-or out. 

You can control whether NumLock is automatically on or off at log on. Find the HKCU\Control Panel\Keyboard key and change the value for InitialKeyboardIndicators to "0" if you want it off, and to "2" to set it on. 


Customize the Log-On Process 
Log-on -- who needs it? 

NT log-on security is great if you need it, but it can also be a bother if you boot your system frequently. You can have NT log you on automatically. To do this, create four new string values in the HKLM\Software\Microsoft\Windows NT\CurrentVersion\WinLogon key. The value DefaultDomainName should be the name of your domain, DefaultUserName is your user name and DefaultPassword should be set to your password. Finally, set the AutoAdminLogon string value to "1." The next time you boot, your system will automatically log into the account you specified. Remember: This is totally insecure-anyone who can get to the Registry can see the password. If you need to go back to the log-on screen, hold down the Shift key when you log off. 

You've been warned. 

Windows NT can pop up a dialog just prior to log-on, when you press Ctrl+Alt+Del. It's most commonly used for a legal notice to warn users that doing bad things-such as trying to break through s ecurity or steal data files-can get them in trouble. The dialog is controlled through two string values in the HKLM\Software\Microsoft\Windows NT\CurrentVersion\WinLogon key. The LegalNoticeText value sets the text of the dialog, and LegalNoticeCaption sets the dialog box caption. 

Who went there? 

By default, Windows NT will display the name of the last user who logged in. If you don't like that, you can create a string Registry value that is named HKLM\Software\Microsoft\Windows NT\CurrentVersion\WinLogon\DontDisplayLastUserName and then set it to the value "1." Reboot, and the last user will no longer be displayed. 
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Plug an NT Security Hole 

W indows NT is often touted for its superior security compared with Windows 9x, and the NT Registry reflects the higher level of security. Registry keys have security permissions, just like files and directories on disk. Each key in the Registry has a set of security permissions that specifies which users can read or create values within that key. 

You might think that the best security policy would be to deny Registry access to everyone except the system administrator. That doesn't work, because every user must have access to at least part of the Registry. For example, applications store their user-specific settings in the HKEY_USERS part of the Registry, so users must have permission to read and create keys in that section. The administrator utilities generally set these permissions correctly, so you don't have to do it manually. 

Fixing a hole 
However, there is a serious security hole with the NT Registry that you should fix. The Registry has some keys that let you specify a program that should run after the system boots. For example, one of these keys is HKLM\Software\Microsoft\Windows\CurrentVersion\Run. 

By default, anyone can write these keys, even network users without an account on the system. It's possible that someone could break into the system or destroy files by setting one of these keys to run a malicious program. For details on the problem and how to fix it, see article Q126713 in the Microsoft Knowledge Base ( http://support.microsoft.com/support/kb/articles/q126/7/13.asp ). 
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A Registry Spelunking Kit 

W e've described some of the more useful Registry changes here, so you now see how important the Registry is to NT's operation. If you want to do your own exploring of the Registry, you'll need a good toolkit. 

One of the best is Regmon, a real-time registry monitor. When you start Regmon, it tracks any access that programs make to the Registry while they are running. You can set filters so that only certain types of accesses are logged. It's a lot easier to figure out what keys to change when you can see how and when they're being used, a nd that's the insight this tool gives you. The original Regmon is available at http://www.sysinternals.com/ntregmon.htm . There's an even better version, RegMonEx, available at http://stud.fh-wedel.de/~ii6059 . 

Microsoft's Windows NT Resource Kit includes the useful RegBack, RegRest and RegIni utilities mentioned in this story. It also has an extensive help file, REGENTRY.HLP, which serves as the only official documentation for many entries in the Registry. The Resource Kit is an essential tool for the NT guru. 

Quick edits 
If you do a lot of repetitive Registry modifications to multiple keys, Steven J. Hoek's Registry Search + Replace tool might come in handy. You can find this $20 shareware utility at http://www.iserv.net/~sjhswdev . 

